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The answers below are based on the trace file tcp-ethereal-trace-1 in in
http://gaia.cs.umass.edu/wireshark-labs/wireshark-traces.zip

TCP Basics
Answer the following questions for the TCP segments:

1. What is the IP address and TCP port number used by your client computer
(source) to transfer the file to gaia.cs.umass.edu?
2. What is the IP address and port number used by gaia.cs.umass.edu to receive the

file.

Solution: Client computer (source)
IP address: 192.168.1.102
TCP port number: 1161

Destination computer: gaia.cs.umass.edu
IP address: 128.119.245.12
TCP port number: 80

3. Ifyou did this problem on your own computer, you’ll have your own solution
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BEeed PRl x@E RevoFI BE QAQAAAN VEX @

([Gtcpretherealctraces=Ethereal \Jﬂ@

Eilter:l v Expression... Clear Apply
No. . Time Source Destination rotocol Info Q
1 0.000000 192. : 1161 > http LSYN] Seq=0 Ack=0 Win=16384 Len=0 M55=1460 B
2 0.023172 128.119.245.12 192.168.1.102 TCP http > 1161 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460
30.023265 192.168.1.102 128.119.245.12 TCP 1161 > http [ACK] Seq=1 Ack=1 Win=17520 Len=0
4 0.026477 192.168.1.102 128.119.245.12 HTTP  POST /ethereal-labs/lab3-1-reply.htm HTTP/1.1
5 0.041737 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
6 0.053937 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=566 Win=6780 Len=0
7 0.054026 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
8 0.054690 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
9 0.077294 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=2026 Win=8760 Len=0
10 0.077405 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
11 0.078157 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
12 0.124085 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=3486 Win=11680 Len=0
13 0.124185 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
14 0.169118 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=4946 Win=14600 Len=0
15 0.217299 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=6406 Win=17520 Len=0
16 0.267802 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=7866 Win=20440 Len=0
17 0.304807 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=9013 Win=23360 Len=0
18 0.305040 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic w5
100 MER1 107 1AR 1 117 198 110 745 12 HTTP  Cantinnatian ar Aan-HTTD traffic (]
« Frame 1 (62 bytes on wire, 62 bytes captured)
® Ethernet II, Src: Actionte_8a:70:1a (00:20:e0:8a:70:1a), Dst: 192.168.1.1 (00:06:25:da:af:73)
® Internet Protocol, Src: 192.168.1.102 (192.168.1.102), Dst: 128.119.245.12 (128.119.245.12)
® Transmission Control Protocol, Src Port: 1161 (1161), Dst Port: http (80), Seq: 0, Ack: O, Len: O
0000 00 06 25 da af 73 00 20 e0 8a 70 1a 08 00 45 00 L% .S, D
0010 00 30 1le 1d 40 00 80 06 a5 18 cO a8 01 66 80 77 L0..a. .. a8
0020 f5 Oc 04 89 00 50 O0d d6 01 f4 00 00 QO QO 70 02  ..... P.. =
0030 40 00 f6 e9 00 00 02 04 05 b4 01 01 04 02 @a...... v
File: "Z:\course\PolyU\CS 684\ethereal-traces\tcp-ethereal-trace-1" 177 KB |P: 213D: 213 M: 0
m SE®@H L& | local Disk (F) | [#]3 Microsof... v @ 4Internet... v | 2 WinEdt53 ... [ ‘ @2 1149

Figure 1: IP addresses and TCP port numbers of the client computer (source) and gaia.cs.umass.edu

4. What is the sequence number of the TCP SYN segment that is used to initiate the
TCP connection between the client computer and gaia.cs.umass.edu? What is it
in the segment that identifies the segment as a SYN segment?

Solution: Sequence number of the TCP SYN segment is used to initiate the TCP
connection between the client computer and gaia.cs.umass.edu. The value is 0 in this

trace.

The SYN flag is set to 1 and it indicates that this segment is a SYN segment.

©2013 Pearson Education, Inc. Upper Saddle River, NJ. All Rights Reserved.




([Gtcpretherealctraces=Ethereal \j‘g@

File Edit View Go Capture Analyze Statistics Help

BEdee PR xRS Rer»»Fe BE Qaal §¥HEHX

Eilter:l v Expression... Clear Apply
No. - Time Source Destination rotocol Info Q
. 97.165.1. 8.110.245. > http Seq =16354 MSS=146 (-]
2 0.023172 128.119.245.12 192.168.1.102 TCP http > 1161 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460
30.023265 192.168.1.102 128.119.245.12 TCP 1161 > http [ACK] Seq=1 Ack=1 Win=17520 Len=0
4 0.026477 192.168.1.102 128.119.245.12 HTTP  POST /ethereal-labs/lab3-1-reply.htm HTTP/1.1 [v]

@ Frame 1 (62 bytes on wire, 62 bytes captured)
@ Ethernet II, Src: Actionte_8a:70:1a (00:20:e0:8a:70:1a), Dst: 192.168.1.1 (00:06:25:da:af:73)
© Internet Protocol, Src: 192.168.1.102 (192.168.1.102), Dst: 128.119.245.12 (128.119.245.12)
= Transmission Control Protocol, Src Port: 1161 (1161), Dst Port: http (80), Seq: 0, Ack: 0, Len: 0
Source port: 1161 (1161)
Destination port: http (80)
Sequence number: O (relative sequence number)
Header length: 28 bytes
= Flags: 0x0002 (SYN)
O... .... = Congestion wWindow Reduced (CWR): Not set
= ECN-Echo: Not set
= Urgent: Not set
= Acknowledgment: Not set
= Push: Not set

.0.. = Reset: Not set

....... 0 = Fin: Not set
Window size: 16384
Checksum: 0xf6e9d [correct]

@ Options: (8 bytes)

0010 00 30 Ie 1Id 40 00 80 06 a5 18 cO a8 OI 66 80 77 L00.@ .. oo Tw D
0020 f5 Oc 04 89 00 50 Od d6 01 f4 00 00 00 00 70 @@ ..... Po. ... sl. | =
0030 40 00 f6 e9 00 00 02 04 05 b4 01 01 04 02 @...... ..., E\
ISyn (tcp.flags.syn), 1 byte |P: 213D: 213 M: 0

JIEE2. 11:51

m BEUOE L@ | DlocalDisk ) | 13 Mirosof... ~ [ & 4 Internet... ~| ¢ WinEdt53 ... [N
Figure 2: Sequence number of the TCP SYN segment

5. What is the sequence number of the SYNACK segment sent by gaia.cs.umass.edu
to the client computer in reply to the SYN? What is the value of the
ACKnowledgement field in the SYNACK segment? How did gaia.cs.umass.edu
determine that value? What is it in the segment that identifies the segment as a
SYNACK segment?

Solution: Sequence number of the SYNACK segment from gaia.cs.umass.edu to the
client computer in reply to the SYN has the value of 0 in this trace.

The value of the ACKnowledgement field in the SYNACK segment is 1. The value of the
ACKnowledgement field in the SYNACK segment is determined by gaia.cs.umass.edu
by adding 1 to the initial sequence number of SYN segment from the client computer (i.e.
the sequence number of the SYN segment initiated by the client computer is 0.).

The SYN flag and Acknowledgement flag in the segment are set to 1 and they indicate
that this segment is a SYNACK segment.
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’Eilter:l ~ Expression... Clear Apply
No. - Time Source Destination rotocol  Info
1 0.000000 192.168.1.102 128.119.245.12 TCP 1161 > http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M55=1460
2 0.023172 192.168.1.102 61 Seq=0 Ack=1 Win=5840 Len=0 M55=1460
30.023265 192.168.1.102 128.119.245.12 TCP 1161 > http [ACK] Seg=1 Ack=1 Win=17520 Len=0
40.026477 192.168.1.102 128.119.245.12 HTTP  POST /ethereal-Tlabs/lab3-1-reply.htm HTTP/1.1 (V]
@ Frame 2 (62 bytes on wire, 62 bytes captured) B8
® Ethernet II, Src: 192.168.1.1 (00:06:25:da:af:73), Dst: Actionte_8a:70:1a (00:20:e0:8a:70:1a) |
© Internet Protocol, Src: 128.119.245.12 (128.119.245.12), Dst: 192.168.1.102 (192.168.1.102)
= Transmission Control Protocol, Src Port: http (80), Dst Port: 1161 (1161), Seq: 0, Ack: 1, Len: O
Source port: http (80)
Destination port: 1161 (1161)
Sequence number: O (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 28 bytes
= Flags: 0x0012 (SYN, ACK) £
O... .... Congestion wWindow Reduced (CWR): Not set

ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set

Syn: Set

Fin: Not set
Window size: 5840

[ TR R TR T}

l

Checksum: 0x774d [correct] ‘
0010 00 30 00 00 40 00 37 06 0Oc 36 80 77 f5 Oc cO a8 L0.0.@.7. Blw.. ]
0020 01 66 00 50 04 89 34 a2 74 19 0d d6 01 5 70 Fopoldl oL 5] | =
0030 16 d0 77 4d 00 00 02 04 05 b4 01 01 04 02 SN = |

~]
IAcknowledgment (tcp.flags.ack), 1 byte |P: 213D: 213 M: 0 4

mwm“ (3 Local Disk (F:) | [#] 3 Microsof... v @ 4 Intemet... ~| 2 WirEdt 5.3 .. HE!H HEAMe. 11:55

Figure 3: Sequence number and Acknowledgement number of the SYNACK segment

6. What is the sequence number of the TCP segment containing the HTTP POST
command? Note that in order to find the POST command, you’ll need to dig into
the packet content field at the bottom of the Wireshark window, looking for a
segment with a “POST” within its DATA field.

Solution: No. 4 segment is the TCP segment containing the HTTP POST command. The
sequence number of this segment has the value of 1.
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Eilter:l v Expression... Clear Apply

No. . Time Source Destination rotocol Info -
1 0.000000 192.168.1.102 128.119.245.12 TCP 1161 > http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M55=1460 =
2 0.023172 128.119.245.12 192.168.1.102 TCP http > 1161 [SYN, ACK] Seg=0 Ack=1 Win=5840 Len=0 MSS=1460
30.023265 192.168.1.102 128.119.245.12 TCP 1161 > http [ACK] Seq=1 Ack=1 Win=17520 Len=0
40. 4 97.168.1. 8.119. . Y.
5 0.041737 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
6 0.053937 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=566 Win=6780 Len=0
7 0.054026 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic (V]

[~

s Ethernet II, Src: Actionte_8a:70:la (00:50:90:8a:70:1a), Dst: 192.168.1.1 (00:06:25:da:af:73)
® Internet Protocol, Src: 192.168.1.102 (192.168.1.102), Dst: 128.119.245.12 (128.119.245.12)
= Transmission Control Protocol, Src Port: 1161 (1161), Dst Port: http (80), Seq: 1, Ack: 1, Len: 565

Source port: 1161 (1161)
Destination port: http (80)

Sequence number: 1 (relative sequence number)
[Next sequence number: 566 (relative sequence number)]
Acknowledgement number: 1 (relative ack number) =

Header Tlength: 20 bytes
= Flags: 0x0018 (PSH, ACK)
0 = Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set
Acknowledgment: Set
Push: Set

Reset: Not set

Syn: Not set

04 89 00 50 Od d6 la 50 18]
L - bd 00 OOREES 65 74 68 65
0040 7 6c 2d 6c 61 62 73 2f 6c 61 62 33 2d 31 real-Tab s/lab3-1
0050 2d 72 65 70 6c 79 2e 68 74 6d 20 48 54 54 50 2f  -reply.h tm HTTP/

[Transmission Control Protocol (tcp), 20 bytes |P: 213D: 213 M: 0

m SE®@H L& | local Disk (F) | [#]3 Microsof... v @ 4Internet... v | 2 WinEdt53 ... [

Figure 4: Sequence number of the TCP segment containing the HTTP POST command

<]

JIEE2. 11:56

7. Consider the TCP segment containing the HTTP POST as the first segment in the
TCP connection. What are the sequence numbers of the first six segments in the
TCP connection (including the segment containing the HTTP POST)? At what
time was each segment sent? When was the ACK for each segment received?
Given the difference between when each TCP segment was sent, and when its
acknowledgement was received, what is the RTT value for each of the six
segments? What is the Est imatedRTT value (see page 237 in text) after the
receipt of each ACK? Assume that the value of the Est imatedRTT is equal to
the measured RTT for the first segment, and then is computed using the
EstimatedRTT equation on page 237 for all subsequent segments.

Note: Wireshark has a nice feature that allows you to plot the RTT for
each of the TCP segments sent. Select a TCP segment in the “listing of
captured packets” window that is being sent from the client to the
gaia.cs.umass.edu server. Then select: Statistics->TCP Stream Graph-
>Round Trip Time Graph.

Solution: The HTTP POST segment is considered as the first segment. Segments 1 — 6
are No. 4, 5,7, 8, 10, and 11 in this trace respectively. The ACKs of segments 1 — 6 are
No. 6,9, 12, 14, 15, and 16 in this trace.

Segment 1 sequence number: 1
Segment 2 sequence number: 566
Segment 3 sequence number: 2026
Segment 4 sequence number: 3486

©2013 Pearson Education, Inc. Upper Saddle River, NJ. All Rights Reserved.




Segment 5 sequence number: 4946
Segment 6 sequence number: 6406

The sending time and the received time of ACKs are tabulated in the following table.

Sent time ACK received time | RTT (seconds)
Segment 1 0.026477 0.053937 0.02746
Segment 2 0.041737 0.077294 0.035557
Segment 3 0.054026 0.124085 0.070059
Segment 4 0.054690 0.169118 0.11443
Segment 5 0.077405 0.217299 0.13989
Segment 6 0.078157 0.267802 0.18964

EstimatedRTT = 0.875 * EstimatedRTT + 0.125 * SampleRTT

EstimatedRTT after the receipt of the ACK of segment 1:
EstimatedRTT = RTT for Segment 1 = 0.02746 second

EstimatedRTT after the receipt of the ACK of segment 2:
EstimatedRTT = 0.875 * 0.02746 + 0.125 * 0.035557 = 0.0285

EstimatedRTT after the receipt of the ACK of segment 3:
EstimatedRTT = 0.875 * 0.0285 + 0.125 * 0.070059 = 0.0337

EstimatedRTT after the receipt of the ACK of segment 4:
EstimatedRTT = 0.875 * 0.0337+ 0.125 * 0.11443 = 0.0438

EstimatedRTT after the receipt of the ACK of segment 5:

EstimatedRTT = 0.875 * 0.0438 + 0.125 * 0.13989 = 0.0558
EstimatedRTT after the receipt of the ACK of segment 6:
EstimatedRTT = 0.875 * 0.0558 + 0.125 * 0.18964 = 0.0725

second

©2013 Pearson Education, Inc. Upper Saddle River, NJ. All Rights Reserved.
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Eilter:| ~ Expression... Clear Apply
No. . Time Source Destination rotocol Info
1 0.000000 192.168.1.102 128.119.245.12 TCP 1161 > http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M55=1460
2 0.023172 128.119.245.12 192.168.1.102 TCP http > 1161 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS5=1460
3 0.023265 192.168.1.102 128.119.245.12 TCP 1161 > http [ACK] Seq=1 Ack=1 Win=17520 Len=0
6 0.053937 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=566 Win=6780 Len=0
9 0.077294 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=2026 Win=8760 Len=0
12 0.124085 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=3486 Win=11680 Len=0
13 0.124185 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
14 0.169118 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=4946 Win=14600 Len=0
15 0.217299 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=6406 Win=17520 Len=0
16 0.267802 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=7866 Win=20440 Len=0
17 0.304807 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=9013 Win=23360 Len=0
18 0.305040 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
19 0.305813 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
20 0 R0AARIZ 197 1AR 1 107 128 119 245 12 HTTP  Cantinnatinn ar nan-HTTP traffic

® Frame 11 (1514 bytes on wire, 1514 bytes captured)
® Ethernet II, Src: Actionte_8a:70:1a (00:20:e0:8a:70:1a), Dst: 192.168.1.1 (00:06:25:da:af:73)
# Internet Protocol, Src: 192.168.1.102 (192.168.1.102), Dst: 128.119.245.12 (128.119.245.12)

® Transmission Control Protocol, Src Port: 1161 (1161), Dst Port: http (80), Seq: 6406, Ack: 1, Len: 1460

® Hypertext Transfer Protocol

0000 00 06 25 da af 73 00 20 e0 8a 70 1a 08 00 45 00 LS. ..p...E

0010 05 dc le 26 40 00 80 06 9f 63 cO a8 01 66 80 77 P PR

0020 f5 Oc 04 89 00 50 O0d d6 1la fa 34 az 74 1a 50 10 ..... P.. ..4.t.P.

0030 44 70 95 83 00 00 20 55 Ge 69 74 65 64 20 53 74 Dbp.... U nited St

File: "Z:\course\PolyU\CS 684\ethereal-traces\tcp-ethereal-trace-1" 177 KB |P: 213D: 213 M: 6

s start B @ L& | QlocalDi. |@3Mic.. v[Ne)Eern @alnte.. v|# Winkdt.. | gh2MA.. v | @ Untitled... Q 12:19

Y

Figure 5: Segments 1 — 6

epretherealstraces =Ethereal - [OX]
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BEoee R xE Re»0F L EE QQAFN EYEX O

Eilter:| ~ Expression... Clear Apply

No. . Time Source Destination rotocol Info
1 0.000000 192.168.1.102 128.119.245.12 TCP 1161 > http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M55=1460
2 0.023172 128.119.245.12 192.168.1.102 TCP http > 1161 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS5=1460
3 0.023265 192.168.1.102 128.119.245.12 TCP 1161 > http [ACK] Seq=1 Ack=1 Win=17520 Len=0
4 0.026477 192.168.1.102 128.119.245.12 HTTP  POST /ethereal-labs/lab3-1-reply.htm HTTP/1.1
5 0.041737 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
7 0.054026 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
8 0.054690 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
10 0.077405 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
11 0.078157 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
13 0.124185 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
17 0.304807 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=9013 Win=23360 Len=0
18 0.305040 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
19 0.305813 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
20 0 R0AARIZ 197 1AR 1 107 128 119 245 12 HTTP  Cantinnatinn ar nan-HTTP traffic

#® Frame 16 (60 bytes on wire, 60 bytes captured)

® Ethernet II, Src: 192.168.1.1 (00:06:25:da:af:73), Dst: Actionte_8a:70:1a (00:20:e0:8a:70:1a)

# Internet Protocol, Src: 128.119.245.12 (128.119.245.12), Dst: 192.168.1.102 (192.168.1.102)

® Transmission Control Protocol, Src Port: http (80), Dst Port: 1161 (1161), Seq: 1, Ack: 7866, Len: O

0000 00 Z0 e0 8a 70 1a 00 06 25 da af 73 08 00 45 00 . ..p... %..5..E.

0010 00 28 58 77 40 00 37 06 b3 c6 80 77 f5 Oc cO a8 LWL 7. LWL

0020 01 66 00 50 04 89 34 a2 74 la 0Od d6 20 ae 50 10 f.P..4. t... P

0030 4f d8 4c 50 00 00 93 cO 00 00 63 ed O.LP.... ..cC.

File: "Z:\course\PolyU\CS 684\ethereal-traces\tcp-ethereal-trace-1" 177 KB |P: 213D: 213 M: 6

H2MA... | @ Untitled...

Ty start B @ L& | QlocalDi. |@3Mic.. v[Ne)Eern @3inte.. v|F# Winkdt..
Figure 6: ACKs of segments 1 - 6

Q) 13:56
1

©2013 Pearson Education, Inc. Upper Saddle River, NJ. All Rights Reserved.



|ZTICP. Griaph) 3 tcp-ethereal-trace-1 192.168.1.102: 1161|-> 128,119 _j_mﬂ

RTT [s] Round Trip Time Graph

T T T T [ T T T T | T T T T | T
50000 100000 150000
Sequence Number [BL
@3Inte.. v| 2 Wirkdt.. | gh2MA.. v | B Untitled... O 13:51

ﬂiﬁlﬁﬂ @0 LE | (QlocalDi.. |@W3Mic. v
Figure 7: Round Trip Time Graph

8. What is the length of each of the first six TCP segments?

Solution: Length of the first TCP segment (containing the HTTP POST): 565 bytes
Length of each of the other five TCP segments: 1460 bytes (MSS)

citcpretherealttracesii=Ethereal JJLS

Eile Edit View Go Capture Analyze Statistics Help

BEcee A8 RQRe»oFT L/ EE QQAQAFA @VYMEX O

Eilter:| ~ Expression... Clear Apply
No. . Time Source Destination rotocol Info
1 0.000000 192.168.1.102 128.119.245.12 TCP 1161 > http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M55=1460
2 0.023172 128.119.245.12 192.168.1.102 TCP http > 1161 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS5=1460
3 0.023265 192.168.1.102 128.119.245.12 TCP 1161 > http [ACK] Seq=1 Ack=1 Win=17520 Len=0
6 0.053937 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=566 Win=6780 Len=0
9 0.077294 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=2026 Win=8760 Len=0
12 0.124085 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=3486 Win=11680 Len=0
13 0.124185 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
14 0.169118 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=4946 Win=14600 Len=0
15 0.217299 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=6406 Win=17520 Len=0
16 0.267802 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=7866 W']n=20440 Len=0

® Frame 11 (1514 bytes on wire, 1514 bytes captured)
® Ethernet II, Src: Actionte_8a:70:1a (00:20:e0:8a:70:1a), Dst: 192.168.1.1 (00:06:25:da:af:73)
# Internet Protocol, Src: 192.168.1.102 (192.168.1.102), Dst: 128.119.245.12 (128.119.245.12)
# Transmission Control Protocol, Src Port: 1161 (1161), Dst Port: http (80), Seq: 6406, Ack: 1, Len: 1460
= Hypertext Transfer Protocol
Data (1460 bytes)

[0O00 00 06 25 da af 73 00 20 e0 8a 70 1a 08 00 45 00 .. %..s.  ..p...E.
0010 05 dc le 26 40 00 80 06 9f 63 cO a8 01 66 80 77 .. R )
0020 f5 Oc 04 89 00 50 Od d6 1la fa 34 a2z 74 1la 50 10 4.t.P

0030 44 70 95 83 00 00 20 55 6e 69 74 65 64 20 53 74 Dp.... U nited st
File: "Z:\course\PolyU\CS 684\ethereal-traces\tcp-ethereal-trace-1" 177 KB |P: 213D: 213 M: 6

ﬂiﬁlﬁﬂ @0 LE | (QlocalDi.. |@W3Mic. v @3inte.. v|§# WirEdt... | gA2MA.. ~| B Untitled... N Q" 14:00

Figure 8: Lengths of segments 1 - 6
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9. What is the minimum amount of available buffer space advertised at the received
for the entire trace? Does the lack of receiver buffer space ever throttle the
sender?

Solution: The minimum amount of buffer space (receiver window) advertised at
gaia.cs.umass.edu for the entire trace is 5840 bytes, which shows in the first
acknowledgement from the server. This receiver window grows steadily until a maximum
receiver buffer size of 62780 bytes. The sender is never throttled due to lacking of
receiver buffer space by inspecting this trace.

epretherealstraces =Ethereal - [OX]

Eile Edit View Go Capture Analyze Statistics Help

BEoed ol xR Re»2F L& EGE QAQAN EVEX B

Eilter:| ~ Expression... Clear Apply
No. . Time Source Destination rotocol Info
1 0.000000 192.168.1.102 128.119.245.12 TCP 1161 > http [SYN] Seq=0 Ack=0 Win=16384 Len=0 M55=1460

3 0.023265 192.168.1. .119. . TCP 1161 > http [ACK] Seq=1 Ack=1 Win=17520 Len=0
4 0.026477 192.168.1. . . . HTTP  POST /ethereal-labs/lab3-1-reply.htm HTTP/1.1
i 1 HTTP  Continuation affi
TCP nttp > 1161

HTTP  Continuation affic

HTTP  Continuation or non-HTTP traffic

TCP nttp > 1161 [ACK] Seq=1 A N 0 Len=0
HTTP  Continuation or non-HTTP traffic

HTTP  Continuation or non-HTTP traffic

TCP nttp > 1161 3 N Len=0
HTTP non-HTTP traf
TCP Nttp > 61 K] Seq=1 Ack=4
TCP D 6

1. N 6

18 0.305040 192. 1. 119.245.12 Continuation or non-HTTP traffic
19 0.305813 192. .1.102 128.119.245.12 Continuation or non-HTTP traffic
20 0 R0AARIZ 197 1AR 1 107 128 119 245 12 HTTP  Cantinnatinn ar nan-HTTP traffic
® Frame 2 (62 bytes on wire, 62 bytes captured)

® Ethernet II, Src: 192.168.1.1 (00:06:25:da:af:73), Dst: Actionte_8a:70:1a (00:20:e0:8a:70:1a)
# Internet Protocol, Src: 128.119.245.12 (128.119.245.12), Dst: 192.168.1.102 (192.168.1.102)
® Transmission Control Protocol, Src Port: http (80), Dst Port: 1161 (1161), Seq: 0, Ack: 1, Len: O

[0O00 00 20 e0 8a 70 1a 00 06 125 da af 73 08 00 45 00 .p... %..5..E.
0010 00 30 00 00 40 00 37 06 Oc 36 80 77 f5 Oc cO a8 .0..@.7. .6.w....
0020 01 66 00 50 04 89 34 a2 74 19 O0d d6 01 f5 70 12 B - T p.
0030 16 d0 77 4d 00 00 02 04 05 b4 01 01 04 02 WML

File: "Z:\course\PolyU\CS 684\ethereal-traces\tcp-ethereal-trace-1" 177 KB |P: 213D: 213 M: 8

s start W 2& | JlocalDi. | [@W3Mc.. [ 0 @3Inte.. v| # WinEdt.. | gh2MA... | @ Untitled... O 14:02

Figure 9: Minimum receive window advertised at gaia.cs.umass.edu (packet No. 2)

10. Are there any retransmitted segments in the trace file? What did you check for (in
the trace) in order to answer this question?

Solution: There are no retransmitted segments in the trace file. We can verify this by
checking the sequence numbers of the TCP segments in the trace file. In the Time-
Sequence-Graph (Stevens) of this trace, all sequence numbers from the source
(192.168.1.102) to the destination (128.119.245.12) are increasing monotonically with
respect to time. If there is a retransmitted segment, the sequence number of this
retransmitted segment should be smaller than those of its neighboring segments.
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| @TICP. Graph 5: tcp-ethereal-trace-1 192, 168. 1. 102:1161)->.128. 119, MER

Sequence

number[B] Time/Sequence Graph
150000 —
100000 —
50000 —
= T T T 7T | T 17T | T T T 7T | T T T 7T [ T T T | T T T 7T | T T T 7T [ T T T [ T 1T 7T | T T T 7T ‘ L ‘ T
0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0 4.5 5.0 5.5
Time[s]
T start N 0@ L& | GlocalDi.. | [#3Mic.. vt @3inte.. v|F# Wirkdt.. | A2MA.. ~| B Untitled... 0 14:07

Figure 10: Sequence numbers of the segments from the source (192.168.1.102) to the destination
(128.119.245.12)

11. How much data does the receiver typically acknowledge in an ACK? Can you
identify cases where the receiver is ACKing every other received segment (see
Table 3.2 on page 247 in the text).

Solution: The acknowledged sequence numbers of the ACKs are listed as follows.

acknowledged sequence number | acknowledged data

ACK 1 566 566

ACK 2 2026 1460
ACK 3 3486 1460
ACK 4 4946 1460
ACK 5 6406 1460
ACK 6 7866 1460
ACK 7 9013 1147
ACK 8 10473 1460
ACK 9 11933 1460
ACK 10 13393 1460
ACK 11 14853 1460
ACK 12 16313 1460

The difference between the acknowledged sequence numbers of two consecutive ACKs
indicates the data received by the server between these two ACKs. By inspecting the
amount of acknowledged data by each ACK, there are cases where the receiver is

10
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ACKing every other segment. For example, segment of No. 80 acknowledged data with
2920 bytes = 1460*2 bytes.

eitcpretherealttracesii=Ethereal o (=]E3

Eile Edit View Go Capture Analyze Statistics Help

BEoed oA xR Re»2F L& EGE QAQAN EVEX B

Eilter:| ~ Expression... Clear Apply

No. . Time Source Destination rotocol Info
{4 L.ODLS 34 1YZ.108. 1.1 LZ6.11Y.24).14 HIIF LOorLinudL1ort Or riori=H1I P Lrdl 1o
731.662474 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
74 1.663315 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
75 1.664198 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
76 1.665254 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
77 1.666151 192. 1 .119 HTTP  Continuation or non-HTTP traffic

128. .16

758227 http > 1161 [ACK] Seq=1 Ack=52893
- 1161 Ad

1 =

1. .
81 1.931099 192. 1. .119. . Continuation or traffic
82 1.931879 192.168.1.102 128.119.245. HTTP  Continuation or non-HTTP traffic
831.932757 192.168.1.102 128.119.245. HTTP  Continuation or non-HTTP traffic
84 1.933636 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
85 1.934770 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
86 1.935586 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
89 2.203195 128.119.245.12 192.168.1.102 TCP http > 1161 [ACK] Seq=1 Ack=66357 Win=62780 Len=0
90 2.203411 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
91 2.204125 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic
92 2.204962 192.168.1.102 128.119.245.12 HTTP  Continuation or non-HTTP traffic

® Frame 88 (60 bytes on wire, 60 bytes captured)

® Ethernet II, Src: 192.168.1.1 (00:06:25:da:af:73), Dst: Actionte_8a:70:1a (00:20:e0:8a:70:1a)

® Internet Protocol, Src: 128.119.245.12 (128.119.245.12), Dst: 192.168.1.102 (192.168.1.102)

# Transmission Control Protocol, Src Port: http (80), Dst Port: 1161 (1161), Seq: 1, Ack: 64005, Len: O

0000 00 Z0 e0 8a 70 1a 00 06 25 da af 73 08 00 45 00 . ..p... %..5..E.
0010 00 28 58 95 40 00 37 06 b3 a8 80 77 f5 Oc cO a8 L(X.@.7. LW
0020 01 66 00 50 04 89 34 a2 74 la 0d d6 fb f9 50 10 B N - S P P.
0030 f5 3c cb 9f 00 00 b2 6a 00 00 37 eb LK j..7.
File: "Z:\course\PolyU\CS 684\ethereal-traces\tcp-ethereal-trace-1" 177 KB |P: 213D: 213 M: 4
- - = = 5 S
FGEa 226 £E | Gnoes [#3M - SN @31 | 2 Wi [H2M [ Burt. [Bs. [Re2. Q@ 14:42
Y

Figure 8: Cumulative ACKs (No. 80, 87, 88, etc) where the receiver is ACKing every other received
segment.

12. What is the throughput (bytes transferred per unit time) for the TCP connection?
Explain how you calculated this value.

Solution: The computation of TCP throughput largely depends on the selection of
averaging time period. As a common throughput computation, in this question, we select
the average time period as the whole connection time. Then, the average throughput for
this TCP connection is computed as the ratio between the total amount data and the total
transmission time. The total amount data transmitted can be computed by the difference
between the sequence number of the first TCP segment (i.e. 1 byte for No. 4 segment)
and the acknowledged sequence number of the last ACK (164091 bytes for No. 202
segment). Therefore, the total data are 164091 - 1 = 164090 bytes. The whole
transmission time is the difference of the time instant of the first TCP segment (i.e.,
0.026477 second for No.4 segment) and the time instant of the last ACK (i.e., 5.455830
second for No. 202 segment). Therefore, the total transmission time is 5.455830 -
0.026477 = 5.4294 seconds. Hence, the throughput for the TCP connection is computed
as 164090/5.4294 = 30.222 KByte/sec.

13. Use the Time-Sequence-Graph (Stevens) plotting tool to view the sequence
number versus time plot of segments being sent from the client to the
gaia.cs.umass.edu server. Can you identify where TCP’s slowstart phase begins
and ends, and where congestion avoidance takes over? Note that in this “real-
world” trace, not everything is quite as neat and clean as in Figure 3.54 (also
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