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Lab 3

1. Select the first ICMP Echo Request message sent by your computer, and expand the
Internet Protocol part of the packet in the packet details window. What is the IP address of
your computer?

Answer

No. Time Source Destination Protocol Length Info

1 0.00000000192. 168 il 128. 119 o 70 source port: 44694 ation port: 33435

2 0.00 B 8 98 Time-to-1ive e to 1ive exceeded in transit)
L Tl standard quer mac-air
. 00266500 192 168.1. DNS 83 standard query response Oxf944 A 192.168.1.8

.00299100192.168.1.

1
1
1
1 DNS 84 standard query Ox7984 PTR 1.1.168.192.1in-addr.arpa
.00383300 192.168.1.
5 1
1
1
1

standard query response 0x?984 PTR DD-WRT
= z o4 r

ed in transit)

|| o R -

(Time to live exceeded in transit)

F Frame 1: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
# Ethernet II, Src: Apple_1f:d4:56 (bB:eB:56:1T:d4:56), Dst: Tp-LinkT_f8:6d:f9 (a0d:f3:cl:f8:6d:f9)
= Internet Protocol version 4, src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header length: 20 bytes
@ Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 56
Identification: 0Oxaed7 (44695)
= Flags: 0x00
[/ = Reserved bit: Not set
.0.. .... = pon't fragment: Not set
.0. = more fragments: NOT ser
Fragment offset 0
® Time to live: 1
Protocol: UDP (17)
# Header checksum: 0xd3e9 [correct]
Source: 192.168.1.8 (192.168.1.8)
Destination: 128.119.245.12 (128.119.245.12)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
+ lser Dataaram Protocol. Src Port: 44604 (446947 . nst Port: 33435 (33435

Figure 1

According to the figure 1, the IP address of my computer is 192.168.1.8.

2. Within the IP packet header, what is the value in the upper layer protocol field?
Answer

According to the figure 1, within the IP packet header, the value in the upper layer protocol field
is UDP (17)

3. How many bytes are in the IP header? How many bytes are in the payload of the IP
datagram? Explain how you determined the number of payload bytes.

Answer

According to the figure 1, the header length is 20 bytes and the total length is 56 bytes.
Therefore, the payload of the IP datagram should be 36 bytes (56 bytes — 20 bytes).
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4. Has this IP datagram been fragmented? Explain how you determined whether or not the

datagram has been fragmented.

Answer

According to the figure 1, under flags section, the more fragments bit = 0, so the data is not
fragmented.

5. Which fields in the IP datagram always change from one datagram to the next within this
series of ICMP messages sent by your computer?

Answer
Mo, Time Destination Protocol Length Info
1 0.00000000192. 1.8 245 70 Source port: 44694 pestination port: 33435
2 0.00134100192. 1.1 1.8 98 Time-to-11iv eded (Time to Tiwv eded in transit
3 0.00182800192.168.1.8 192.168.1.1 DNS 67 standard query 0xf944 A mac-air
4 0.00266500192.168.1.1 192.168.1.8 DNS 83 standard query response 0xf944 A 192.168.1.8
5 0.00299100192.168.1.8 192.168.1.1 DNS 84 standard query O0x7984 PTR 1.1.168.192.1in-addr.arpa
6 0.00383300192.168.1.1 192.168.1.8 DNS 104 standard query response 0x7984 PTR DD-WRT
7 0.00406900192. 1.8 ource port: 44 o] ination port: 33436
1.1 Time-to- (Time to liv in transit
1.8
0 0 il

[ Frame 1: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
® Ethernet II, src: apple_1f:d4:56 (b8:e8:56:1F:d4:56), Dst: Tp-LinkT_f8:6d:T9 (a0:f3:c1:fB8:6d:T9)
= Internet Protocol version 4, src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header length: 20 bytes
® pifferentiated services Field: 0x00 (DsCP 0x00: pefault; ECN: Ox00: Not-ECT (Mot ECN-Capable Transport))
Total Length: 56
Identification: Oxae97 (44695)
= Flags: 0x00
0... .... = Reserved bit: NotT set
.0.. .... =Don't fragment: NOT set
..0. ... = More fragments: NOT seT
Fragment offset: 0
Time to live: 1
protocol: uop (17)
# Header checksum: 0Oxd3e9 [correct]
Source: 192,168.1.8 (192.168.1.8)
Destination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: unknown]
+ USer DAataaram Protocnl. SPe PorT: 446094 (44694% . DST Port: 33435 (334353
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‘ND. Time Source Destination Protocol Length Info
.00182800192.168.1.8 192.168.1.1 DNS 67 Standard query 0xf944 A mac-air
.00266500192.168.1.1 192.168.1.8 DNS 83 standard query response Oxf944 A 1092.168.1.8
.00299100192.168.1.8 192.168.1.1 DNS 84 standard query 0x7984 PTR 1.1.168.192.1in-addr.arpa
. 00383300192, al-al 192.168.1.8 DNS 104 standard guery response 0x7984 PTR DD-WRT
1.8 119, 245.12 UDP 70 Source port: 44694 Destination port: 33436
1.1 9 68.1.8 ICMP 8 Time-to-Tiy ded (Time to Tiv d in transit)
1.8 128.119.245.12 UDP rce port: 44694 Destination port: 334
00192.168.1.1 192.168.1.8 ICMP 98 Time-to-Tiy ded (Time to Tiv ded in transit)
.00548500192.168.1.8 128.119.245.12 UDP 70 source port: 44694 Dpestination port: 33438
2 0.0145700010.35.48.1 192.168.1.8 ICMP 70 Time-to-live exceeded (Time to live ded in transit)

[ Frame 11: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0O
[ Ethernet II, Src: Apple_1f:d4:56 (b8:e8:56:1f:d4:56), Dst: Tp-LinkT_f8:6d:f9 (a0:f3:cl:f8:6d:f9)
= Internet Protocol Version 4, Src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
Version: 4
Header Tength: 20 bytes
pifferentiated services Field: 0x00 (DscP Ox00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 56
Identification: 0Oxae9a (44698)
= Flags: 0x00
0... ..., = Reserved bit: Not set

P pon't fragment: Not set

s T More fragments: Not set
Fragment offset: 0
Time to live: 2
protocol: upP (17)
Header checksum: 0xd2eé [correct]
source: 192,168.1.8 (192.168.1.8)
pestination: 128.119.245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]
i llser Datanram Protocnl. Sre Port: 44694 (446947 . NSt Port: 33438 (33438

=

=
L]

=

According to above two screenshots, identification, Time to live and Header checksum always
change.

6. Which fields stay constant? Which of the fields must stay constant? Which fields must
change? Why?

Answer
The fields that stay constant are:

Version (since we are using IPv4), header length (since these are UDP packets), source IP (since
all packets are sent from my computer), destination IP (since we are sending to the same host),
Differentiated Services (since all packets are UDP), Upper Layer Protocol (since these are UDP
packets)

The fields that must stay constant are:

Version (since we are using IPv4), header length (since these are UDP packets), source IP (since
all packets are sent from my computer), destination IP (since we are sending to the same host),
Differentiated Services (since all packets are UDP), Upper Layer Protocol (since these are UDP
packets)

The fields that must change are:

Identification (IP packets have different ids), Time to live (traceroute increments each packet),
Header checksum (since header changes)
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7. Describe the pattern you see in the values in the Identification field of the IP datagram

Answer

1 0.00000000192.168.1.8 128.119.245.12 70 Source port: 44694 Destination por EELELT

2 )134100192.168.1.1 .8 Time-to-11 eded (Time to 1 ed in transit

3 0.00182800192.168.1. 8 . 1.1 standard query O0xf944 A mac-air

4 0.00266500192.168.1.1 192.168.1.8 DNS 83 standard query response 0xf944 A 192.168.1.8

5 0.00299100192.168.1. 8 192.168.1.1 DNS 84 standard query 0X7984 PTR 1.1.168.192.1n-addr.arpa

6 0.00383300192.168.1.1 192.168.1.8 DNS 104 standard query response 0x7984 PTR DD-WRT

. 004069001 1.8 5 rce port: 44694 Destination por 4

al.at i Time to 1 d in transit
1.8 i

0 aat in transi

[ Frame 1: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface O

® Ethernet 1II, src: apple_1f:d4:56 (b8:e8:56:1f:d4:56), Dst: Tp-LinkT_f8:6d:T9 (a0:f3:c1:f8:6d:9)

= Internet Protocol Version 4, Src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
versijon: 4
Header Tength: 20 bytes

@ Differentiated services Field: 0x00 (DsCP 0x00: Default; ECN: 0x00: NoT-ECT (Not ECN-Capable Transport))

Total Length: 56
Identification: Oxae97 (44695)

The first request, values in the identification: 44695

No. Time Source Destination Protocol Length Info

0.00406900 192 70 Source port: 44694 Destination port: 33436
8 Time-to-11 eded (Time to liv d in transit)|

1 0.00000000 192 1. -

2 0.001341001 . C 1.8 98 Time-to-T1 eded (Time to Tiv d in transit))|
3 0.00182800 192, 67 standard query O0xf944 A mac-air

4 0.00266500192. DNS 83 standard query response Oxf944 A 192.168.1.8

5 0.00299100192. DNS 84 standard query O0x7984 PTR 1.1.168.192.1in-addr.arpa

6 0.00383300192. DNS 104 standard query response 0x7984 PTR DD-WRT

7

80

E]

d in transit))|

Frame 7: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0

Ethernet II, Src: Apple_1f:d4:56 (b8:e8:56:1f:d4:56), Dst: Tp-LinkT_f8:6d:f9 (a0:f3:c1:f8:6d:f9)

= Internet Protocol version 4, src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header length: 20 bytes

@ Differentiated services Field: 0x00 (Dscp 0x00: pefault; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))

Total Length: 56
TIdentification: 0xae98 (44696)

The second request, values in the identification: 44696

According to above two screenshots, the pattern is the IP header Identification field increment
with each UDP request.

8. What is the value in the Identification field and the TTL field?

Answer
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70 Source port: 44694 Destination port: 33435

0.00000000192.168.1. 128.119.2

DNS 104 standard query response 0x7984 PTR DD-WRT
4 Destination port:
ded (Time to Tive d in transit)
o Destination port: 334
168.1. .8 E 2 d (Time to Tive d in transit)

1 2

2 0.00134100192.168.1. 1.8 98 Time-to-live exceeded (Time to live exceeded in transit)
3 0.00182800192.168. LIl 67 Standard query O0xf944 A mac-air

4 0.00266500192.168. .168.1.8 DNS 83 standard query response Oxf944 A 192.168.1.8

5 0.00299100192.168. .168.1.1 DNS 84 standard query 0x7984 PTR 1.1.168.192.in-addr.arpa

6 0.00383300192.168. .168.1.8

@ Frame 2: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
@ Ethernet II, src: Tp-LinkT_fB8:6d:f9 (a0:f3:c1:T8:6d:f9), Dst: apple_1f:d4:56 (b8:eB:56:1f:d4:56)
 Internet Protocol version 4, src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.8 (192.168.1.8)
version: 4
Header Tength: 20 bytes
w Differentiated services rField: OxcO (DsSCP 0x30: Class Selector 6; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 84
Identification: Oxdefs (57077)
E Flags: 0x00
O... ... Reserved bit: Not set
.0.. pon't fragment: Not set
s TR More fragments: Not set
Fragment offset: 0
Time to Tive: 64
protocol: ICMP (1)

According to above screenshot, Identification: 57077, TTL: 64

9. Do these values remain unchanged for all of the ICMP TTL-exceeded replies sent to your
computer by the nearest (first hop) router? Why?

Answer

The values of identification field changes for all the ICMP TTL-exceeded replies since the
identification field is a unique value. If two or more IP datagrams have the same identification
value, then it means that these IP datagrams are fragments of a single large IP datagram.

The TTL field was unchanged since the TTL for the nearest router is always the same (Linux, TTL
64).

10. Find the first ICMP Echo Request message that was sent by your computer after you
changed the Packet Size in pingplotter to be 2000. Has that message been fragmented across
more than one IP datagram?

Answer

1514 Fragmented IP protocol (proto=UDP 17,

Destination port

5.3305450019

@ Frame 101: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
@ Ethernet II, src: apple_1f:d4:56 (b8:e8:56:17:d4:56), Dst: Tp-LinkT_f&:6d:f9 (a0:f3:c1:f8:6d:f9)
E Internet Protocol version 4, src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header Tength: 20 bytes
w Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 1500
Identification: 0Oxae98 (44696)
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No. 101 has identification: 44696

Ma. Time “ Sourc Destination Protocel Length Info
00 0] 2 02, 10 ) T

534 source port:
ime-to-Ti
IP protocol
urce port: 446 [1]

& Frame 102: 534 bytes on wire (4272 bits), 534 bytes captured (4272 bits) on interface 0
@ Ethernet II, Src: Apple_1f:d4:56 (b8:eB:56:1f:d4:56), Dst: Tp-LinkT_f8:6d:f9 (ad:f3:cl:f8:6d:f9)
= Internet Protocol version 4, src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header Tength: 20 bytes
w pifferentiated services Field: 0x00 (pscp 0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 520
Identification: Oxae98 (44696)

No. 102 has identification: 44696

According to above to screenshots, above has been fragmented across more than one IP
datagram.

11. Print out the first fragment of the fragmented IP datagram. What information in the IP
header indicates that the datagram been fragmented? What information in the IP header
indicates whether this is the first fragment versus a latter fragment? How long is this IP
datagram?

Answer

No. Time “ Source Destination
)

Protocol Length Info

9 08 L1nat10mn un
1514 Fragmented IP pr
44695

128.1 IPv4

# Frame 101: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
@ Ethernet II, src: Apple_1f:d4:56 (b8:e8:56:1f:d4:56), Dst: Tp-LinkT_fB8:6d:f9 (a0:f3:c1:f8:6d:f9)
= Internet Protocol version 4, src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header length: 20 bytes
# Differentiated Services Field: Ox00 (DSCP O0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 1500
Identification: Oxae98 (44696)
= Flags: 0x01 (More Fragments)
O... .... Reserved bit: Not set
.0 Don't fragment: Not set
R R More fragments: Set
Fragment offset: O
® Time to live: 1
Protocol: UDP (17)
® Header checksum: Oxaedd4 [correct]
Source: 192.168.1.8 (192.168.1.8)
Destination: 128.119.245.12 (128.119.245.12)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Reassemhled TPvd in frame: 107

1 =

According to above screenshot, The Flags bit for more fragments is set which means the
datagram has been fragmented. The fragment offset is 0, we know this is the first fragment. The
length of this first datagram is 1500 including the header.
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12. Print out the second fragment of the fragmented IP datagram. What information in the IP

header indicates that this is not the first datagram fragment? Are the more fragments? How
can you tell?

Answer

No. Ti * |8 Destinati Protocol Length Inf
J 7 U EN 2.12 . P HE cination un D e
agmented IP

534 source

(Time to Tive
(proto=UDP

, ID=aefa)

in transit)
F Frame 102: 534 bytes on wire (4272 bits), 534 bytes captured (4272 bits) on interface 0
# Ethernet II, Src: Apple_1f:d4:56 (bB:eB8:56:1f:d4:56), Dst: Tp-LinkT_f8:6d:f9 (ad:f3:cl:f8:6d:f3)
= Internet Protocol version 4, Src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
version: 4
Header length: 20 bytes
® pifferentiated services Field: 0x00 (DscP 0x00: pefault; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 520
Identification: O0xae98 (44696)
= Flags: 0x00
[+ = Reserved bit: Not set
. pon't fragment: Not set
s PR More fragments: NOT set
Fragment offset: 1480
© Time to live: 1
protocol: uoDP (17)
# Header checksum: Oxd15f [correct]
Source: 192.168.1.8 (192.168.1.8)
Destination: 128.119.245.12 (128.119.245.12)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
# T2 TPv4 Fraoments (1980 hvres): #101014800. #102(500707

According to above screenshot, this is not the first fragment since the fragment offset is 1480
and this should be the last fragment, since the status of more fragments flag is not set.

13. What fields change in the IP header between the first and second fragment?
Answer

Total length, flags, fragment offset, and checksum.

14. How many fragments were created from the original datagram?

Answer
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No. Time - Snur:e DEEtInEtIDn Protacol Length Info

243 s 8273800App1e lf d4:56 Tp L1nkT fB Gd 9 ArpP 42 192.168.1.8 is at b8: EB 56 1f:d4:56
.5736730192.168. 128.119.245.12 Fragmented IP protocol (proto=UDP 17, off=0, ID=ae99) [H
514 Fragmented IP pr col (proto=uDP 17, off=1480, ID=ae99

d in transit)

248 28.5761460192.168. DNS 67 standard guery Ox3dec A mac-air
DNS 83 standard guery response Ox3dec A 192.168.1.8
250 28.5773800192.168. DNS 84 standard gquery 0x916b PTR 1.1.168.192.1in-addr.arpa

251 28. 5782660 192.168.

standard query response 0x916b PTR DD-WRT
3. 5784500 192.

col (proto=UDP 17, off=0,
& Frame 244: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 b1t5) on interface 0
& Ethernet IT, Src: Apple_1f:d4:56 (b8:e8:56:1f:d4:56), Dst: Tp-LinkT_f8:6d:f9 (a0:f3:c1:f8:6d:f9)

E Internet Protocol Versijon 4, Src: 192.168.1.8 (192.168.1.8), Dst: 128.119.245.12 (128.119.245.12)
Version: 4

Header length: 20 bytes
# Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 1500
Identification: Oxae99 (44697)
B Flags: 0x01 (More Fragments)
0... .... = Reserved bit: Not set
.0.. .... =Dpon't fragment: Not set
1. = More fragments: set
Fragment offset 0
@ Time to live: 1
protocol: upP (17)
# Header checksum: Oxaed43 [correct]
source: 192.168.1.8 (192.168.1.8)
pestination: 128.119,245.12 (128.119.245.12)
[source GeoIP: unknown]
[Destination GeoIP: unknown]

pasccamhlad Towud 4n Frama: 244

5
8
1
.8
249 28.5770350192.168.1.1
8
1
8

168.

ID=ae9a)

According to above screenshot, 3 packets created from the original datagram.

15. What fields change in the IP header among the fragments?

Answer

Fragment offset, checksum. Moreover, for the first two packets, the total length is 1500 with the

more fragments flag set to 1, and the third packet’s total length is 540 with the more fragments
flag set to 0.



